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[Claim(s)] 

[Claim 1] It is contract-management equipment for controlling the regenerative 
apparatus which reproduces the enciphered contents information which was recorded 
on the record medium by broadcast based on a viewing-and-listening contract. The 
enciphered control information including the 1st key information which decodes this 
contents information that was matched with each of each contents information, and that 
was enciphered at least, Contract-management equipment characterized by controlling 
playback actuation of said regenerative apparatus by the signal distributed in order to 
provide the means which carries out broadcast distribution of the key creation 
information required in order to generate the 2nd key information which decodes the 
enciphered this control information and to control reception actuation of a broadcast 
wave based on a viewing-and-listening contract. 

[Claim 2] It is contract-management equipment for controlling the regenerative 
apparatus which reproduces the enciphered contents information which was recorded 
on the record medium by broadcast based on a viewing-and-listening contract. The 
enciphered control information containing the 1st key information which decodes this 
contents information that was matched with each of each contents information, and that 
was enciphered at least, and the identification information of said regenerative 
apparatus, The means which carries out broadcast distribution of the key creation 
information required in order to generate the 2nd key information which decodes said 
enciphered control information is provided. Contract-management equipment 
characterized by permitting playback of the contents information based on this control 
information only to the regenerative apparatus specified in the identification information 
contained in said control information. 

[Claim 3] Said key creation information is contract-management equipment according to 
claim 1 or 2 characterized by being updated for every predetermined period. 
[Claim 4] The enciphered control information including the 1st key information which 
decodes this contents information by which broadcast distribution was carried out, that 
was matched with each of each contents information, and that was enciphered at least, 
It is based on key creation information required in order to generate the 2nd key 
information which decodes the enciphered this control information. A decode means to 
be the regenerative apparatus which reproduces the enciphered contents information 
which was recorded on the record medium, and to decode said enciphered control 
information using the 2nd key information generated based on said key creation 
information, The playback means which carries out decode playback of the enciphered 
contents information which was recorded on said record medium using the 1st key 
information contained in the control information decoded with this decode means, It is 
contract-management equipment which possesses and is characterized by controlling 
said playback means by the signal distributed in order to control reception actuation of a 
broadcast wave based on a viewing-and-listening contract. 

[Claim 5] The enciphered control information containing the 1st key information which 
decodes this contents information by which broadcast distribution was carried out, that 
was matched with each of each contents information, and that was enciphered at least, 
and the identification information of said regenerative apparatus, It is based on key 
creation information required in order to generate the 2nd key information which 
decodes said enciphered control information. A decode means to be the regenerative 
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apparatus which reproduces the enciphered contents information which was recorded 
on the record medium, and to decode said enciphered control information using the 2nd 
key information generated based on said key creation information, The playback means 
which carries out decode playback of the enciphered contents information which was 
recorded on said record medium using the 1st key information contained in the control 
information decoded with this decode means, It is contract-management equipment 
which possesses and is characterized by said playback means judging the propriety of 
playback of said contents information by said identification information contained in said 
control information. 
DETAILED DESCRIPTION 
[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention distributes the control information which distributes 
at a customer contents information enciphered with record media, such as DVD, 
(charge), for example, includes the decode key information on contents information in 
satellite broadcasting sen/ice to a regenerative apparatus, and relates to the distribution 
system of information whose viewing and listening is enabled according to the viewing- 
and-listening contract (for example, viewing-and-listening period) of the contents 
information. 
[0002] 

[Description of the Prior Art] In recent years, development of the advanced information 
record medium which realizes the large capacity of development of communication 
technology, such as a digital-information-processing technique and broadband ISDN, 
DVD, etc., high definition, and quality of loud sound is progressing. The digitized work is 
distributed to a user in large quantities through a network, a record medium, etc., and 
the environment where a user can use them freely is being born as diversification of 
such an informational means of communication and an advancement progress. Such an 
environment increases the opportunity for the unapproved duplicate of a work, an 
unapproved alteration, the circulation that an author does not mean to take place, and 
makes concern whether self profits are unfairly injured for the rightful claimant of a work 
hold. 

[0003] While circulating the work digitized quickly and easily so that concern of the 
rightful claimant of such a work can be wiped and paid, development of the system on 
condition of protection of the copyright which can offer the use environment of digital 
information where they can be used proper serves as an important future technical 
problem. 

[0004] While DVDs are mass personal computer media replaced with CD-ROM, in order 
to be able to expect the breadth to various applications, such as a movie, music, a 
game, and karaoke, and to aim at the spread of such DVDs, the title price of DVD is 
held down low or the expansion to a rental DVD commercial scene is also expected. 
Therefore, the circulation system of the information on condition of the protection of the 
copyright over information based on the idea of charging to digitized not possession but 
the use of a work which was recorded on record media, such as DVD, becomes 
indispensable also from such a viewpoint. 

[0005] On the other hand, much more substantial service is expected and it is thought 
that the leading role of future broadcast service is played as digital broadcast starts in a 
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communication satellite (CS) and digitization progresses to a cable TV and ground 
broadcast. 

[0006] The greatest description of digital broadcast is that could aim at improvement in 
the utilization ratio of the frequency which transmission of a program takes, and the 
steep increment in the number of broadcast channels was attained by installation of an 
information-compression technique as compared with analog broadcasting. 
Furthermore, for a ** reason, offer of quality and homogeneous service of an advanced 
error correction technique is attained by application. 

[0007] By digitization of broadcast, offer of the multimedia service by various information 
gestalten (an image, voice, an alphabetic character, data, etc.) is attained, and the 
system for offering such service is also appearing one after another. 
[0008] In case the charged broadcast service which solves or decodes a scramble by 
such system based on the contents of a contract is offered, customer management 
adapted to a contract term must be able to be performed. The customer management 
adapted to a contract term enables viewing and listening of the program of a contract 
channel [ within the contract term a contract of was made by payment of a 
predetermined tariff ]. 

[0009] Moreover, it is necessary to provide only a just viewer with the key information 
for solving a scramble or a code with a receiving set certainly moreover (based on a 
contract channel and a contract term) also from from [ when preventing unjust viewing 
and listening ]. 
[0010] 

[Problem(s) to be Solved by the Invention] Then, this invention aims at offering the 
distribution system of information which offers the use environment of the digital 
information on condition of protection of the copyright based on the contract of viewing 
and listening of the digitized work while it circulates the digitized work quickly and easily. 
[001 1] This invention is contract-management equipment for controlling the regenerative 
apparatus which reproduces the enciphered contents information which was recorded 
on the record medium by broadcast based on a viewing-and-listening contract. The 
regenerative apparatus which reproduces the contents information recorded on record 
media, such as DVD, is controllable by broadcast based on a viewing-and-listening 
contract. It aims at offering the contract-management equipment which can enable 
viewing and listening of viewing and listening of the digitized work (contents information) 
which was recorded on record media, such as DVD, only within a contract term. 
[0012] Moreover, this invention aims at offering the regenerative apparatus which 
enabling playback of the enciphered contents information which was recorded on record 
media, such as DVD, only within the viewing-and-listening contract term of the contents 
information concerned based on the control information by which broadcast distribution 
is carried out cuts. 
[0013] 

[Means for Solving the Problem] The contract-management equipment of this invention 
is contract-management equipment for controlling the regenerative apparatus which 
reproduces the enciphered contents information which was recorded on the record 
medium by broadcast based on a viewing-and-listening contract. The enciphered 
control information including the 1st key information which decodes this contents 
information that was matched with each of each contents information, and that was 
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enciphered at least, The means which carries out broadcast distribution of the key 
creation information required in order to generate the 2nd key information which 
decodes the enciphered this control information is provided. By controlling playback 
actuation of said regenerative apparatus by the signal distributed in order to control 
reception actuation of a broadcast wave based on a viewing-and-listening contract The 
regenerative apparatus which reproduces the contents information recorded on record 
media, such as DVD, can be controlled by broadcast based on a viewing-and-listening 
contract, and viewing and listening of viewing and listening of the digitized work 
(contents information) which, was recorded on record media, such as DVD, can be 
enabled only within a contract term. 

[0014] Moreover, the contract-management equipment of this invention is contract- 
management equipment for controlling the regenerative apparatus which reproduces 
the enciphered contents information which was recorded on the record medium by 
broadcast based on a viewing-and-listening contract. The enciphered control 
information containing the 1st key information which decodes this contents information 
that was matched with each of each contents information, and that was enciphered at 
least, and the identification information of said regenerative apparatus, The means 
which carries out broadcast distribution of the key creation information required in order 
to generate the 2nd key information which decodes said enciphered control information 
is provided. By permitting playback of the contents information based on this control 
information only to the regenerative apparatus specified in the identification information 
contained in said control information The regenerative apparatus which reproduces the 
contents information recorded on record media, such as DVD, can be controlled by 
broadcast based on a viewing-and-listening contract, and viewing and listening of 
viewing and listening of the digitized work (contents information) which was recorded on 
record media, such as DVD, can be enabled only within a contract term. 
[0015] The enciphered control information including the 1st key information which 
decodes this contents information that was matched with each of each contents 
information, and that was enciphered at least that broadcast distribution of the 
regenerative apparatus of this invention was carried out, It is based on key creation 
information required in order to generate the 2nd key information which decodes the 
enciphered this control information. A decode means to be the regenerative apparatus 
which reproduces the enciphered contents information which was recorded on the 
record medium, and to decode said enciphered control information using the 2nd key 
information generated based on said key creation information, The playback means 
which carries out decode playback of the enciphered contents information which was 
recorded on said record medium using the 1st key information contained in the control 
information decoded with this decode means, By being controlled by the signal 
distributed in order that it may provide and said playback means may control reception 
actuation of a broadcast wave based on a viewing-and-listening contract enabling 
playback of the enciphered contents information which was recorded on record media, 
such as DVD, only within the viewing-and-listening contract term of the contents 
information concerned based on the license information by which broadcast distribution 
is carried out cuts. 

[0016] Moreover, the enciphered control information containing the 1st key information 
which decodes this contents information that was matched with each of each contents 



5 



information, and that was enciphered at least that broadcast distribution of the 
regenerative apparatus of this invention was carried out, and the identification 
information of said regenerative apparatus, It is based on key creation information 
required in order to generate the 2nd key information which decodes said enciphered 
control information. A decode means to be the regenerative apparatus which 
reproduces the enciphered contents information which was recorded on the record 
medium, and to decode said enciphered control information using the 2nd key 
information generated based on said key creation information, The playback means 
which carries out decode playback of the enciphered contents information which was 
recorded on said record medium using the 1st key information contained in the control 
information decoded with this decode means, When it provides and said playback 
means judges the propriety of playback of said contents information by said 
identification information contained in said control information enabling playback of the 
enciphered contents information which was recorded on record media, such as DVD, 
only within the viewing-and-listening contract term of the contents information 
concerned based on the license information by which broadcast distribution is carried 
out cuts. 
[0017] 

[Embodiment of the Invention] Hereafter, the operation gestalt of this invention is 
explained with reference to a drawing. 

(1) The schematic diagram 1 of distribution-of-information service shows the example of 
a system configuration for offering the distribution-of-information service concerning the 
operation gestalt of this invention. It is enciphered, for example, the contents information 
as digitized works (for example, movie etc.) is recorded on the record media (taking the 
case of the case of DVD-ROM, it explains hereafter) 5, such as DVD-ROM, for example, 
is distributed through a rental operating company. 

[0018] A rental operating company's headquarters distributes DVD-ROM with which the 
contents information as which it was enciphered for every title was recorded on 
sequence each store. A customer cannot view and listen to this contents information 
only by purchasing DVD-ROM with which the contents information on a desired title was 
recorded. The key information (henceforth, contents key) for decoding the enciphered 
contents information which was recorded on DVD-ROM, and reproducing is required. 
This contents key is distributed to the receiving set 100 which each customer has in 
satellite broadcasting sen/ice from Satellite Broadcasters 200 which was enciphered, for 
example, has tied up with the headquarters of a rental firm. 
[0019] When a customer purchases DVD-ROM of this contents information at a 
sequence store, he pays the tariff according to the viewing-and-listening contract which 
defined the viewing-and-listening period at least. It is just going to consider as the 
purpose of this invention that a customer enables it to view and listen to the contents 
information recorded on the DVD-ROM concerned with the regenerative apparatus 10 
of DVD-ROM which a customer has based on this viewing-and-listening contract. 
[0020] In addition, specifically, the contents key which decodes the enciphered contents 
information which was recorded on DVD-ROM is contained in the license information 
(after-mentioned) which is distributed in satellite broadcasting service and which was 
enciphered in part (the following explanation). 
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[0021] License information is generated by the contract-management equipment which 
is installed in the case of this operation gestalt (for example, the headquarters of a 
rental firm). The license information distributed in the satellite broadcasting service 
received with the receiving set 100 (it is desirable that it is the existing thing) inputs into 
the regenerative apparatus 10 which a customer has. For example, decode the 
encryption part of this license information by the master key generated based on the 
master key seed separately distributed in satellite broadcasting service, and 
predetermined judgment processing (it mentions later for details) is performed. When it 
judges that viewing and listening of this contents information in the scope of the 
viewing-and-listening contract which the customer concerned performed is possible, the 
enciphered contents information which was recorded on DVD-ROM using the contents 
key contained in the license information concerned is decoded, and it reproduces. On 
the contrary, if license information effective in a regenerative apparatus 10 is not 
inputted, the enciphered contents information which was recorded on DVD-ROM cannot 
be decoded. 

[0022] The license information distributed in satellite broadcasting service is received by 
each broadcast receiving set 100. That is, the customer who is going to use distribution- 
of-information service of this invention has to make the reception contract of the satellite 
broadcasting service concerned beforehand like the case where reception service of a 
certain satellite broadcasting service is received from the former. Otherwise, license 
information is correctly unacquirable with the broadcast receiving set 100. 
[0023] The license information received with the broadcast receiving set 100 is sent to a 
regenerative apparatus 10. A regenerative apparatus 10 saves the inputted license 
information in the license information storage section inside a regenerative-apparatus 
opportunity. 

[0024] License information may be repeatedly broadcast according to the suitable 
schedule. About this schedule method, it mentions later. The expiration date information 
on the license information concerned may be included in license information. 
[0025] Next, the outline of the distribution-of-information service concerning this 
invention is explained. The customer who is going to use the distribution-of-information 
service concerning this invention shall purchase the DVD regenerative apparatus 10 
which is adapted for this service, and shall acquire DVD-ROM with which the contents 
information on a desired title was further recorded from the sequence store of the 
operating company who offers this distribution-of-information service. 
[0026] As shown in drawing 2 , the enciphered contents information is recorded on 
DVD-ROM. Even if it purchases DVD-ROM with which the contents information on a 
desired title was recorded, since this contents information is enciphered, if it remains as 
it is, it cannot view and listen. Therefore, in case DVD-ROM with which this contents 
information was recorded is purchased, there is no need of not necessarily paying the 
tariff of a copyright considerable amount. That is, the customer who is going to use the 
distribution-of-information service concerning this invention becomes possible [ the thing 
of for example, "price / of the DVD-ROM itself / + commission" extent for which DVD- 
ROM is extremely acquired by the low price ]. 

[0027] If a customer inserts the purchased DVD-ROM concerned in the DVD 
regenerative apparatus 10 and playback is directed, he will retrieve the license 
information which is in agreement with ID from the license information storage section of 
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the DVD regenerative apparatus 10 to the contents information concerned. If the license 
information on early does not exist, playback of contents information is not performed 
from the DVD-ROM concerned. When the license information corresponding to the 
content ID concerned exists, the DVD regenerative apparatus 10 checks the 
effectiveness of license information. When license information is not effective, the DVD 
regenerative apparatus 1 0 does not perform decode playback of the contents 
information concerned -- the expiration date has passed. On the other hand, if license 
information is effective, as for the DVD regenerative apparatus 10, decode of the 
contents information concerned and playback will be performed. 
[0028] Thus, accounting (namely, tariff of a copyright considerable amount) to viewing 
and listening of a customer's contents information is replaced by the charge of a 
reception contract of satellite broadcasting service. The customer who is going to use 
distribution-of-information service pays the subscription fee of the fixed amount of 
money for a broadcast reception contract an epilogue, for example, every month, first. 
Next, a subscriber chooses the contents information on the title of liking at a rental 
operating company's sequence store. What is necessary is just to pay the amount of 
money of "price [ of the record medium itself ] + commission" extent to acquisition of the 
record medium with which encryption contents were recorded, as already stated. Then, 
a customer can reproduce the contents information brought home freely according to a 
reception contract with the DVD regenerative apparatus 10. It is because the newest 
effective license information is supplied to the DVD regenerative apparatus 10 from the 
broadcast receiving set 100. 

[0029] For example, the license information (for example, thing corresponding to 
contents ** of content ID "#21243") distributed by 23:59 on July 7 presupposes that it 
has the expiration date called 23:59 on July 14 by broadcast distribution of license 
information. What has the expiration date called 23:59 on July 21 for the license 
information corresponding to the contents information on content ID "#21243" will be 
broadcast by 23:59 on July 14 after 0:00 on July 8, and will be stored in the DVD 
regenerative apparatus 1 0. Thereby, a customer can reproduce the contents 
information on content ID "#21243" at any time. 

[0030] Now, when the subscriber of the broadcast concerned cancels a reception 
contract as of July 22, a rental operating company will be notified of the purport of 
rescission by July 14. the receiving set 100 of ****** and the customer concerned - 
23:59 on July 14 with - **** - reception of license broadcast is stopped. In this case, 
the license information on ID "#21243" which has expiration date 7 month 28 day 23 
o'clock 59 broadcast after 0:00 on July 15 is not distributed to the receiving set 100 
concerned, and is not accumulated in the DVD regenerative apparatus 10 of the 
customer concerned. 

[0031] It becomes impossible therefore, for the customer concerned to view and listen 
to the contents information on ID "#21243" after 23:59 on July 21 . The system which 
offers hereafter the distribution-of-information service which relates to this invention 
more concretely is explained. 

[0032] As shown in drawing 2 , the contents information enciphered by the contents key, 
the identification information (content ID) of this contents information, and the 
information for promotions that the contents of this contents information are introduced 
are recorded on DVD-ROM. It is not enciphered as the information for content ID and 
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promotions. In addition, contents keys differ for every contents information. Moreover, 
one content ID shall be given at a time for every title. Furthermore, a contents key is 
beforehand defined for every title. 

[0033] Drawing 3 is what showed the example for the data format of license information, 
the (a) Fig. is license information in case identification information (terminal ID) for 
identifying each of the regenerative apparatus which the customer by whom the 
reception contract was made by license information has is not included, and the (b) Fig. 
shows the license information in the case of including the terminal ID for limiting the 
regenerative apparatus which receives the license information concerned. 
[0034] The license information shown in drawing 3 (a) is generated one [ at a time ] for 
every title of contents information, and the content ID of the title concerned and a 
contents key are contained at least. Content ID is not enciphered but the other 
information (at least contents key) is enciphered with the master key. 
[0035] When using license information as shown in drawing 3 (a), management of the 
viewing-and-listening period for every customer may be performed by sending the 
signal (ON/OFF signal) for controlling broadcast wave no ready for receiving to each 
broadcast receiving set 100 like the case of the receiving contract management of the 
satellite broadcasting sen/ice from the former. That is, broadcast distribution of the ON 
signal is carried out to the broadcast receiving set 1 00 of the customer concerned at the 
time of initiation of a customer's viewing-and-listening period, and broadcast distribution 
of the OFF signal is carried out to the broadcast receiving set 100 of the customer 
concerned at the time of termination of a viewing-and-listening period, for example. 
Reception of a broadcast wave is started by receiving ON signal with which the 
broadcast receiving set 100 was distributed to the broadcast receiving set concerned, 
and control which makes reception of a broadcast wave improper by receiving an OFF 
signal is performed. 

[0036] As for the license information shown in drawing 3 (b), the content ID of the title 
concerned, the contents key, and the terminal ID that specifies the regenerative 
apparatus with which the license information concerned is received are included at least. 
Content ID is not enciphered but the other information (at least a contents key, a 
terminal (ID)) is enciphered with the master key. 

[0037] in addition, the terminal ID of the regenerative apparatus of each [ information / 
which is shown in drawing 3 (b) / license ] as a terminal ID only -- one - indicating - 
every customer - the license information concerned - generation -- you may distribute - 
- for example, the terminal ID - lower - several figures are indicated as a terminal ID 
and you may enable it to receive two or more regenerative apparatus at a time It cannot 
be overemphasized that latter one has the good distribution effectiveness of license 
information. 

[0038] When using the license information shown in drawing 3 (b), management of the 
viewing-and-listening period for every customer can be performed by not indicating the 
terminal ID of a customer's regenerative apparatus 10 with which the contract term went 
out to the terminal ID of license information. In this case, it will be confirmed whether 
each of a regenerative apparatus 10 compares with the own terminal ID the terminal ID 
included in license information, and incorporates license information, during a contract 
term - that of own terminal ID ** -- although although it was indicated or license 
information including the own terminal ID is distributed frequently, the own terminal ID is 
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no longer indicated by license information from the time of a contract term going out. 
Therefore, a regenerative apparatus 10 can perform decode of the enciphered contents 
information which was recorded harder [ which cannot acquire effective license 
information ] by DVD-ROM, and playback. 

[0039] It is desirable to use a cipher system with the following descriptions for 
encryption of license information. 

1) Put data, such as content ID and a contents key, in order in suitable sequence. Here, 
each data may be called the field. 

[0040] 2) Disturb the sequence of the bit string of 1 according to a suitable algorithm. 
Under the present circumstances, it is desirable to perform a pit disturbance in the large 
range. 

3) Encipher the data of 2 with a suitable key and a suitable cipher system. Not 
enciphering 1) as it is is based on the following reason. That is, the usual cipher system 
repeats the thing as which it was determined beforehand and to encipher for every 
suitable bit length. Therefore, it is possible by disturbing 2 to reduce the danger that 
each field of license information will be separated and changed. 
[0041] (2) Contract-management equipment drawing 4 is what showed the example of a 
configuration of the contract-management equipment concerning this operation gestalt, 
is installed in the earth station 200 of drawing 1 , and is used. 

[0042] An earth station 200 carries out broadcast distribution of license information and 
master key seed as showed drawing 3 (a) or drawing 3 (b). Parts other than content ID 
are enciphered with the master key among license information. As for a master key, 
updating for every fixed period is desirable because of improvement in the 
confidentiality of license information. Therefore, broadcast distribution of information 
required in order for a regenerative apparatus 10 to generate a master key, i.e., the 
master key seed, is carried out (at the time of periodical or renewal of a master key). 
[0043] Now, the contract-management equipment of drawing 4 is for performing 
generation of license information, and encryption and carrying out broadcast distribution. 
If a broadcast reception contract is made among customers, the contents of a contract 
(content ID, viewing-and-listening period, etc.) will be registered into the contract user 
database (DB) 1 . 

[0044] Data are stored by the contract user DB1 in the format shown in drawing 5 . 
drawing 5 ~ it is, and ID is the terminal ID of the regenerative apparatus 10 which a 
customer has, and is memorized in the end of receiving end in the format that the 
content ID by which this terminal ID was made to correspond and the viewing-and- 
listening contract was made, and a viewing-and-listening period were defined 
beforehand. 

[0045] The seed database (DB) 3 is stored in the format which shows the master key 
generated from the master key seed for master key generation in drawing 6 with the 
seed ID and an expiration date. The master key seed corresponding to Seed ID may 
also be stored in seed DB3. 

[0046] The contents key database (DB) 4 is stored in the format which the contents key 
for every title is made to correspond to content ID, and is shown in drawing 7 . Next, 
license information as shown in drawing 3 (b) is generated, and the procedure of 
sending this to a receiving set using broadcast equipment 13 is explained with reference 
to the flow chart shown in drawing 8 . 
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[0047] The license information generation control section 9 sends directions of license 
information generation to the license information generation section 8 (step S1 1). "send 
[ the license information of the contract user who has contracted for one month after 
December 1 , 1 997 ]" These directions could be expressed by the bit string of the format 
which is the thing of the becoming contents and was defined beforehand. If such 
directions are issued, User Information (refer to drawing 5 ) a contract of is made for at 
least one month after December 1, 1997 from the contract user DB1 will be searched 
with the license information generation section 8, and the information concerned will be 
read (step S12 - step S13). 

[0048] Here, the smallest unit of a contract term is one month, and a contract expiration 
date will start on the 1st, presupposes that it ends at the end of the month, and also 
makes a master key peculiar to this contract minimum period. That is, the master key in 
November shall not be changed within each moon using a different thing from it in 
December. 

[0049] Next, the additional information generation section 8 searches the contents key 
for every content ID from the contents key DB4 (step S15), and searches the master 
key corresponding to the effective seed on December 31 , 1 997 from December 1 , 1 997 
from seed DB3 (step S16). 

[0050] Based on the information (the contents key corresponding to content ID and this 
content ID, each user's contents of a contract) acquired by the above, in the additional 
information generation section 8, license information as shown in drawing 3 (b) is 
generated, and information other than content ID is enciphered (step S17). The license 
information generated here is sent to the additional information generation control 
section 9 and broadcast equipment 13 one by one. 

[0051] Broadcast equipment 13 changes license information into the broadcast wave of 
a predetermined frequency band, and carries out broadcast distribution towards a 
receiving set (step S18). In case the license information stored in the license information 
DBS is distributed, or in case the scheduling section 14 distributes master key seed, it 
performs distribution control so that license information and master key seed may be 
certainly received by the receiving set by the side of each user. 
[0052] That is, for example, in case the time of contract cancellation and the license 
information over the content ID of a popular title are transmitted after a reception 
contract at the time of contract modification, it is necessary to send the license 
information concerned frequently, and the scheduling section 14 performs distribution 
control of license information according to the distribution scheduling of the license 
information for it. 

[0053] The time stump in which distribution time is shown may be contained in the 
license information generated in the license information generation section 8. As long as 
it can do, it is exact, and the time which a time stump shows can serve as time of day 
used as the criteria which were clocked by the clock 15 and which are used for various 
judgment processings from a regenerative apparatus 10. In addition, of course, the time 
stump is not enciphered. 

[0054] When using license information as shown in drawing 3 (a), it is not necessary to 
search the contract user DB1 . Namely, the license information generation section 8 
which received directions of license information generation at step S1 1 of drawing 8 
Progress to step S15 and the contents key for every content ID is searched from the 
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contents key DB4. Moreover, the master key corresponding to the effective seed on 
December 31 , 1 997 is searched from December 1 , 1 997 from seed DB3 (step S1 6), 
license information as shown in drawing 3 (a) is generated, and information other than 
content ID is enciphered (step S17). 

[0055] In addition, the thing corresponding to the master key used for encryption of 
license information is distributed to master key seed being simultaneous or suitably as 
distribution of license information. 

[0056] (3) Regenerative-apparatus drawing 9 is what showed the example of a 
configuration of the regenerative apparatus 10 concerning this operation gestalt, and 
drawing 10 shows the example of a configuration of the license judging unit 208 of a 
regenerative apparatus 10. 

[0057] Hereafter, with reference to the flow chart shown in drawing 1 1 and drawing 12 , 
each configuration sections of a regenerative apparatus 10 and the license judging unit 
208 and these actuation are explained. The broadcast receiving set 100 receives the 
broadcast wave from an earth station 200, and the license information by which 
broadcast distribution was carried out, and master key seed input it into the filter 202 of 
a regenerative apparatus 10 (step S21). 

[0058] With a filter 202, license information and master key seed are classified, if it is 
master key seed, it will be transmitted to the license judging unit 208, and if it is license 
information, it will be transmitted to the license information storage section 204 (step 
S22 - step S25). 

[0059] In the license judging unit 208, a master key is generated from master key seed 
in the master key generation section 801 , and it stores in the master key storing section 
802 (step S26). In case a master key is generated, you may make it generate the 
master key ais a share key from master key seed using the same algorithm beforehand 
defined between contract-management equipment. Moreover, in the master key 
generation section 801 of the license judging unit 208, by using it, whenever master key 
seed is newly inputted, generating a master key, overwriting the master key to the last 
time in which it is stored by the master key storing section 802, and holding, even if a 
master key is updated, the updated new master key can be obtained each time. 
[0060] In the license information storage section 204, the inputted license information is 
saved according to content ID. That is, it is overwritten, when the content ID contained 
in it whenever license information is inputted is checked and the license information on 
the same content ID is already saved. When the time stump is contained in license 
information, the time shown in it is checked and what carried out predetermined period 
progress can control ** overwritten for the newly inputted license information to discard. 
[0061] Now, if a DVD disk is inserted in a regenerative apparatus 10 (step S31), first, 
the DVD drive 206 will read content ID from the disk concerned, and will transmit it to 
the license information selection section 207 (step S32). The license information 
selection section 207 retrieves the license information which has the content ID 
concerned from the license information storage section 204 (step S33). When the 
license information which has the content ID concerned exists, it is transmitted to the 
license judging unit 208 (step S34 - step S35). Subsequent processing is stopped, when 
the license information which has the license ID concerned is not found, or when [ even 
if it is, ] it can be judged as an invalid thing (term ****) from the time of day shown in a 
time stump. 
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[0062] In the decode section 804 of the Rhine sense judging unit 208, the license 
information transmitted from the license information selection section 207 using the 
master key stored in the master key storing section 802 is decoded (step S36). 
[0063] Here, the judgment processing in the judgment section 805 of the license judging 
unit 208 in the case of license information as shown in drawing 3 (b) is explained. In this 
case, in the judgment section 805, it is confirmed whether the terminal ID of the self 
beforehand stored in the terminal ID included in the decoded license information at ID 
storing section 803 is in agreement, or it is contained. If the terminal ID of the own 
terminal ID, coincidence, or self is included, the contents key which judged with the 
license information concerned being effective, and was contained in the decoded 
license information will be transmitted to a decoder (for example, MPEG 2 decoder) 209 
(step S37 - step S38). When other, it judges with the license information concerned 
being invalid, and future processings are stopped. 

[0064] Next, the judgment processing in the judgment section 805 of the license judging 
unit 208 in the case of license information as shown in drawing 3 (a) is explained. In this 
case, it is not necessary to perform especially judgment processing, and the contents 
key contained in the decoded license information as it was is transmitted to the MPEG 2 
decoder 209 in the judgment section 805 (step S37 - step S38). It is because 
management of the viewing-and-listening period for every customer in this case is 
performed by sending the signal (ON/OFF signal) for controlling broadcast wave no 
ready for receiving to each broadcast receiving set 100 like the case of the receiving 
contract management of the satellite broadcasting service from the former, so reception 
actuation of a broadcast wave is not performed until it receives ON signal again after it 
when the broadcast receiving set 100 once receives an OFF signal. 
[0065] In the DVD drive 206, the contents information enciphered from the DVD disk is 
read, and it is transmitted to the MPEG 2 decoder 209 (step S39). 
[0066] The MPEG 2 decoder 209 decodes the contents information this enciphered 
using the contents information transmitted from the license judging unit 208, it carries 
out D/A conversion further, and it is outputted to a predetermined display (from step S40 
to step S41). 

[0067] In addition, when the time stump is contained in license information and the clock 
possesses to the license judging unit 208, in the judgment section 805, the time shown 
with the time stump is compared with the time clocked by this clock, and effective/invalid 
of the license information concerned may be judged. Moreover, it is shown in the time 
stump contained in license information, and may be made to perform time setting of the 
clock concerned using time information. These detail processing actuation is indicated 
by Japanese Patent Application No. No. 12251 1 [ nine to ]. 
[0068] 

[Effect of the Invention] As explained above, according to the contract-management 
equipment of this invention, the regenerative apparatus which reproduces the contents 
information recorded on record media, such as DVD, can be controlled by broadcast 
based on a viewing-and-listening contract, and viewing and listening of viewing and 
listening of the digitized work (contents information) which was recorded on record 
media, such as DVD, can be enabled only within a contract term. 
[0069] moreover, according to the regenerative apparatus of this invention, enabling 
playback of the enciphered contents information which was recorded on record media, 
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such as DVD, only within the viewing-and-listening contract term ofthe contents 
information concerned based on the license information by which broadcast distribution 
is carried out cuts. 
DESCRIPTION OF DRAWINGS 
[Brief Description of the Drawings] 

[Drawing 11 Drawing having shown the example of a system configuration for offering 
the distribution-of-information service concerning the operation gestalt of this invention. 
[Drawing 21 Drawing where contents information was recorded and in which having 
shown the example of a configuration of the record data of record media, such as DVD- 
ROM, for example. 

[Drawing 31 Drawing having shown the example of a data configuration of license 
information. 

[Drawing 41 Drawing having shown the example of a configuration of contract- 
management equipment. 

[Drawing 51 Drawing having shown the example of a data configuration of User 
Information memorized by the contract user DB. 

[Drawing 61 Drawing having shown the example of a data configuration of the 
information memorized by Seed DB. 

[Drawing 71 Drawing having shown the example of a data configuration of the 
information memorized by the contents key DB. 

[Drawing 81 The flow chart for explaining actuation of the contract-management 
equipment of drawing 4 . 

[Drawing 91 Drawing having shown the example of a configuration of a regenerative 
apparatus. 

[Drawing 101 Drawing having shown the example of a configuration of the license 
judging unit of drawing 9 . 

[Drawing 111 The flow chart for explaining actuation of the regenerative apparatus of 
drawing 9 , and the license judging unit of drawing 10 . 

[Drawing 121 The flow chart for explaining actuation of the regenerative apparatus of 
drawing 9 , and the license judging unit of drawing 10 . 
[Description of Notations] 
Broadcast management equipment 
1 ~ Contract user database 

3 - Seed database 

4 - Contents key database 

5 - License information database 

8 - License information generation section 

9 - License information generation control section 

1 2 -- License information output request section 

13 Broadcast equipment 

14 Scheduling section 
Regenerative apparatus 
202 - Filter 

204 - License information storage section 

206 - DVD drive 

207 - License information selection section 
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208 - License judging unit 

209 MPEG decoder 

801 Master key generation section 

802 - Master key storing section 

803 ID storing section 

804 - Decode section 

805 - Judgment section 




